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Outline:

Cross-Domain Attribute-Based Access Control Encryption scheme (CD-ABACE)
* Main applications and use cases
* Model
* Challenges and security requirements
* Main Ingredients
o Structure-Preserving Signatures
o Non-interactive Zero-Knowledge proofs
o (Re-randomizable) Ciphertext-Policy Attribute-Based Encryptions Presentation light
* Wrapping up
* Performance Analysis Complicated but for those who are interested
* An application in Privacy-Balancing Blockchains

* Open problems
e References Fundamental and a bit hard to follow

Fundamental and easy to follow
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Problem Statement:

Server

Broadcasting malicious files
Criminal using
Terrorist activities

Key management
Big point of failure
Users’ privacy
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Access Control Encryption [DHO16]:

Only authorized users can communicate based on a fixed predicate function

In traditional Cryptography:
Everyone can read a ciphertext

Fixed predicate function
Pf(.): {0,1}"*x{0,1}"* - {0,1}

}‘Yg PF(A,B) =1 }’é
)
)
E Pf(A,B) =0 @

Receiver

Sender

Sanitizer
The file might be malicious

The file might be a spam
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Challenges:

BEEs EPRorgand ACH,[WEgahe] Chow, IEEE S&P 2021]
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Fixed predicate function
Pf(.): {0,1}"*x{0,1}"* - {0,1}

Security Requirements:
« No-Read rule
 No-Write rule

The Sanitizer is curious to learn
e Secret data
* Identity of the users

Extend it to Attribute-Based Predicate function
« Constant key size
« Constant ciphertext size
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Our contributions:

n: the number of receivers and the total number of attributes in the system.

r <« n : the maximum number of receivers that any sender is allowed to communicate with.

s K n: the maximum number of senders that any receiver can receive a message from.

t < n: the maximum number of attributes in any access policy that a sender can transmit data.

w « n: maximum number of legitimate attributes that any recipients possesses to decrypt a ciphertext

Ciph. Enc. key Dec. key San. key Enc. Dec.

Scheme size size size size size cost CDPE Assump.
141 + 3] O(2") O(r) O(1) O(1) O(n) O(n) v IB DDH/DCR
14 4] poly(n) O(1) O(1) O(1) O() O(1) x 1B 1O

18] O(n) O(1) O(1) O(1) O() O(1) ¥ IB SXDH
126] poly(n)  O(1) O(1) O(1) O(n) O(n) X 1B DDH/LWE
38] (SS) O(1) O(1) O(s) 0 O(1) O(s) v IB GBDP
Ours (SS) O(1) O(1) O(1) 0 O(1) O(w) v AB MSE-DDH
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Ciphertext-Policy Attribute-Based Encryption [BSW(07]

Setup

Key Generation

v X
Professor
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COSIC Student

Encryption
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“Professor’” - “Alumni”
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Attribute-Based Versus Identity-Based approaches:
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Generic Construction (main ingredients):

Sender Authority Receiver Authority
o . i 0
LI Struc;tijrsal;rﬁ:rwng Re-randomizable ILILT
- ?‘1’3. & Ciphertext-Policy (_:f"} ~
N )
Non-Interactive Zero- Attribute-Based o
rCP-ABE Knowledge proofs Encryption
Encryption [\_ I I /
Re-Randomize DL(;I:-Afiin
the SPS vp
Receiver
Run NIZK
Prove 4 A
\_ Y Run SPS Verify \_ Y
Run NIZK algorithm gy, rcp-ABE
K Verify algorithm Re-randomize /
\ %
Sanitizer
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Structure-Preserving Signature (SPS) [Abe et al. 10]:

Mathematical Structures in Cryptography:
* ElGamal encryption

* Pedersen commitments

* Schnorr proofs

Pairing-based Cryptography:

* Identity-based encryption

* Short digital signatures

* NIZK proofs

Preserve Mathematical Structures in Pairing groups:
* Communication consists of group elements in G, and G,
* Use generic group operations
e Multiplication, membership testing, pairing
* Avoid structure-destroying operations
* No cryptographical Hash functions

Modular Design
Makes easy to combine
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ZK proofs:
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Non-Interactive Zero-Knowledge (NIZK) proof systems [GMRS85]

* Non-Interactive zero-knowledge protocols are constructed in two models
1 Random Oracle (RO) Model 0 Common Reference String (CRS) Model

» Parties have access to an RO = Trusted Third Party generates a CRS

RO @% Trusted
Third Party

Proof g Q

"x € L” or’ know w s.t. (x,w) € R,

CRS CRS

Proof ﬁ Q

"x € L” or’ know w s.t. (x,w) €R,”
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NIZKSs: Security requirements

(stat, proof)

K proof «Prove(CRS, stat, withess) {1, 0} «Verify(CRS, stat, prooy

= Completeness: honest P always will convince the honest V
= Zero-Knowledge (ZK): dishonest V only gets to know that the statement is true.

Knowledge Soundness: dishonest P cannot convince honest V, unless she knows some secret “wit”

Ext (proof, Ext-TD) — witness: (stat, witness) € R, Sim (stat, Sim-TD) — proof’ =, proof
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The proposed rCP-ABE scheme:

o
Over the attribute space U of size n I
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Wrapping up:

Sender Authority Receiver Authority
/ Z 0 Structt.Jre-Preserving Re-randomizable 2 O Z \
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Tread Model and Users’ Anonymity:

Sender Authority Receiver Authority
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Implementation and open questions:

Open questions:

Improve the receiver anonymity with the
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A Blockchain application for distributed AB-ACE

=] [0]e1 (o aF=11all Decentralized and Immutable Ledger

The privacy of the users is

Wasteful/ Throughput/ Latency/ Block size compromising.

Zcach [BCG14] as a cryptocurrency uses the To address the privacy issue

ZK proofs

Ban those Tnxs that are

+
Audit in the case of illicit activity &S Privacv-Balancin _
\V/4 y 9 nhot following some rules
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Pseudonymity # Anonymity

The PID of the payee and payer and the value in Bitcoin are publicly available

If Cosic pays employee in Bitcoin All salaries are visible

Public Supply chain

Unlikable private payments

The identity and the values are hidden “

Such cryptocurrencies can be used in an illegal context
« Tax evasion

« Ransomware

* Drug trafficking

 Terrorist funding

* etc
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Possible Solution:

Sender Authority

® ® [&7]
O ® ®

Encryption

Predicate Function

Pf(KYL, AML)*1

90w i ).

>
Sanitized Ciphertext

Bob can learn the message
iff Pf (Alice, Bob)-1
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Backup slides




Definitions

Bilinear GI‘Ollp setting: Type-lll: G; # G, and no homomorphism
* (Gy,Gy, Gr,p, 8 ,g,h) « BGen(1%)

* @Groups are cyclic of prime order p.

* There exists an efficient map é: Gy XG, = Gr7:
« é(g*h)=¢é(g
e G =<g>,G,=<h>Gr=<é(g,h)>
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Attribute-Based Cross-Domain ACE
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Sanitized Ciphertext

Encryption

Bob can learn the message

Predicate Function iff Pf(Alice, Bob)-1
Pf (Alice, Bob):1 )
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Security requirements:
No-Read rule

_ _ _ No-Read rule:
Fixed predicate function No malicious party without a valid decryption
Pf(.): {0,1}"%{0,1}" - {0,1} key can learn the secret message

NO-READZp space(1”,U)

1: (PPp,g> Mskrq) < RAgen(l)‘,U)
(PPsas Msksa) < SAgen(pp,,, RL)
P* < A(PP,q; PPsa)

(mo,m1) < A (PP,.qs PPsa)
(ekp=, 0", W) «— EncKGen(P")
b+s${0,1}

(Cty, mp, X) <$ Enc(ekp=, mp)

b %A% (Cty, T, X)

B T
/ Sanitizer

Senders Receivers

o N O ot ks W N
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Security requirements:
No-Write rule

Fixed predicate function No-Write rule:
Pf(.): {0,1}"x{0,1}" - {0,1} No unauthorized sender can deliver a ciphertext

NO-WRITEA, apace (1Y, U)

(PP,.y s Mskyq) RAgen(l’\,IU)
(PP, , Msksq) < SAgen(pp,.., RL)
(ct*, 7", x*, P*) + A (pp,,, PPss)
(Cto, mo,X%0) := (Ct™, m",x")

(ekpx, 0", W) <= EncKGen(P™)
m”* <—$ M

aux < fix(Cto)

p—

(Ct1,m1,x1) < Enc(ekp+, m™, aux)
b+s${0,1}

Ctp < Sanitization(Cty, mp, Xp)

b +$.A°(Cty)

© 0 NN O o ks W N

Sanitizer
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