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(Non-Interactive) Threshold Signatures: To Tolerate Some Fraction of Corrupt Signers

COSIC (Computer Security and Industrial Cryptography) group 

VerifyPartial 
Signing

Combine
Signature

5

Single 
Signing key

Distributed Keys

Trusted Dealer or
Distributed Key Generation (DKG) protocols 

Key 
Generation Partial Verify



/63 COSIC (Computer Security and Industrial Cryptography) group 6

BLS signature [BLS04]: A simple not one-time NI-TS over bilinear groups*

𝑠𝑘 ≔ 𝑥←
$
ℤ!∗ 𝑣𝑘 ≔ 𝑥 "

* (Type-III) Bilinear Groups:
• There exists an efficient map e:𝔾#×𝔾$ → 𝔾%:

• Bilinearity: 𝑒 𝑥 #, 𝑦 $ = 𝑥𝑦 % , ∀ 𝑥, 𝑦 ∈ ℤ!
• Non-degenerate: 𝑒 𝐺#, 𝐺$ ≠ 1𝔾!
• 𝔾# =< 𝐺# > ,𝔾$ =< 𝐺$ >,𝔾% =< 𝑒 𝐺#, 𝐺$ >

Source groups
Target group
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Generation
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BLS signature [BLS04]: A simple not one-time NI-TS  

Hash-to-curve function 
𝐻 . : 0,1 ∗ → 𝔾#

𝐻 .

𝜎 ≔ 𝑠𝑘
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BLS signature [BLS04]: A simple not one-time NI-TS  

Hash-to-curve function 
𝐻 . : 0,1 ∗ → 𝔾#
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Threshold BLS signature [Bol03]: A simple example of NI-TS

𝑠𝑘 ≔ 𝑥←
$
ℤ%∗ Trusted Dealer or DKG

𝑠𝑘# ≔ 𝑥# 𝑠𝑘& ≔ 𝑥& 𝑠𝑘' ≔ 𝑥' 𝑣𝑘 ≔ 𝑥 "
𝑣𝑘' ≔ 𝑥' &𝑣𝑘& ≔ 𝑥& &𝑣𝑘# ≔ 𝑥# &

Key 
Generation
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Threshold BLS signature [Bol03]: A simple example of NI-TS

𝐻 .Hash-to-curve 
𝐻 . : 0,1 ∗ → 𝔾#
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𝑠𝑘 ≔ 𝑥←
$
ℤ%∗

𝑠𝑘# ≔ 𝑥# 𝑠𝑘& ≔ 𝑥& 𝑠𝑘' ≔ 𝑥' 𝑣𝑘 ≔ 𝑥 "
𝑣𝑘' ≔ 𝑥' &𝑣𝑘& ≔ 𝑥& &𝑣𝑘# ≔ 𝑥# &
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𝜎 ≔ 𝑠𝑘!𝐻 .



/63 COSIC (Computer Security and Industrial Cryptography) group 11

Threshold BLS signature [Bol03]: A simple example of NI-TS

𝐻 .

𝑠𝑘# ≔ 𝑥# 𝑠𝑘& ≔ 𝑥& 𝑠𝑘' ≔ 𝑥'

Hash-to-curve 
𝐻 . : 0,1 ∗ → 𝔾#

𝜎 =&
!

𝐿!" 0 𝜎! = 𝑇 ≥ 𝑡

𝑣𝑘 ≔ 𝑥 "𝑠𝑘 ≔ 𝑥←
$
ℤ%∗

Combine
Signature

Key 
Generation

𝑣𝑘' ≔ 𝑥' &𝑣𝑘& ≔ 𝑥& &𝑣𝑘# ≔ 𝑥# &

Partial 
Signing

Trusted Dealer or DKG

𝜎 ≔ 𝑠𝑘!𝐻 .

𝑠𝑘 𝐻 .
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Structure-Preserving Signatures [AFG+10]: To Preserve an Algebraic Structure Over Bilinear Groups

Source group elements of either 𝔾# or 𝔾$

To verify a signature of this type only do:
v membership tests

v pairing product equations

𝑒 , 𝑒 , 𝐺" = 1𝔾!

∈ 𝔾2 ∨ 𝔾"

No Non-Linear operation like Hash Functions

A general framework for efficient generic constructions of cryptographic primitives over bilinear groups.
1. Groth-Sahai [GS08] proof system friendly

Ø Straight-line extraction.
Ø Standard Model.
Ø Applications: group signatures, blind signatures, etc.

2. Enabling Modular Design in complex systems
Ø Makes easy to combine building blocks.

BLS is not
a SPS!
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Our Main Objective and Technical Challenges:
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There is NO Threshold Structure-Preserving Signature Scheme (TSPS).

Non-Interactive and not one-time TSPS.
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Technical Challenges: Forbidden Operations in Partial Signatures 
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(1/    )

Randomness or secret share inverse:

(1/    )
Randomness and secret share multiplication:

(        ) Powers of secret share or randomness:

𝑖 𝑖

An SPS is said threshold friendly, if it avoids 
all these non-linear operations. 

Or

Or
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Treasure map: To look for a Non-Interactive TSPS
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Some Existing Structure-Preserving Signatures:



/63 COSIC (Computer Security and Industrial Cryptography) group 17

Some Existing Structure-Preserving Signatures:
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Some Existing Structure-Preserving Signatures:



/63 COSIC (Computer Security and Industrial Cryptography) group 19

Some Existing Structure-Preserving Signatures:
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Some Existing Structure-Preserving Signatures:
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One-time Threshold SPS *

Interactive Threshold SPS *
At least two rounds of communication

COSIC (Computer Security and Industrial Cryptography) group 21

Structure-Preserving Signatures: Some Candidates

* This has not been discussed in
any previous research or studies.

A NI-TSPS based on Standard 
Assumptions.
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Some Existing Threshold Signatures:
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Some Existing Threshold Signatures:
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Scalar Messages

Finalists for the Initial Work: To Build a Threshold-Friendly SPS
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Scalar Messages Interactive TSPS

Finalists for the Initial Work: To Build a Threshold-Friendly SPS
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Finalists for the Initial Work: To Build a Threshold-Friendly SPS

Scalar Messages Interactive TSPS
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SPS Impossibility Results [AGHO11]:
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No unilateral SPS (respectively TSPS) exists!*
Ø Both message and Signature components belong to the same 

source group.

No SPS with signature of fewer than 3 group elements exists!*

Ghadafi [Gha16] has shown both these impossibility results are possible over
Diffie-Hellman message space.

M#, M$ : 𝑒 𝐺#, 𝑀$) = 𝑒(𝑀#, 𝐺$
i.e., ∃ 𝑚 ∈ ℤ!: 𝑑𝑙𝑜𝑔'( 𝑀# = 𝑑𝑙𝑜𝑔') 𝑀$ = 𝑚
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SPS Impossibility Results [AGHO11]:
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No unilateral SPS (respectively TSPS) exists!*
Ø Both message and Signature components belong to the same source group.

No SPS with signature of fewer than 3 group elements exists!*

No SPS with fewer than 2 pairing product equations to be verified exists!

Ghadafi [Gha16] has shown both these impossibility results are possible over
Diffie-Hellman message space.

M#, M$ : 𝑒 𝐺#, 𝑀$) = 𝑒(𝑀#, 𝐺$
i.e., ∃ 𝑚 ∈ ℤ!: 𝑑𝑙𝑜𝑔'( 𝑀# = 𝑑𝑙𝑜𝑔') 𝑀$ = 𝑚

2 group elements
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Indexed Diffie-Hellman Message Spaces:

31

pair

pair

𝐻

𝐺&

Target Group 𝔾"

Indexed Diffie-Hellman (iDH) message spaces:
𝑖𝑑,M#, M$ : 𝑒 𝐻(𝑖𝑑),𝑀$) = 𝑒(𝑀#, 𝐺$

i.e., ∃ 𝑚 ∈ ℤ!: 𝑑𝑙𝑜𝑔( )* 𝑀# = 𝑑𝑙𝑜𝑔') 𝑀$ = 𝑚

𝑒 , 𝐺$

𝑒 ,𝐻

A bijective
Function

e.g. commitment



/63 COSIC (Computer Security and Industrial Cryptography) group 32

Our proposed message-indexed SPS (iSPS): A Threshold-Friendly SPS

𝑣𝑘 ≔ 𝑥 ", 𝑦 "

Si
gn

in
g

iDH Message
𝑀:= (𝑖𝑑,𝑀#, 𝑀&)

Random Basis
ℎ ∈ 𝔾#

Hash-to-Curve
𝐻 . : ℐ𝒟 → 𝔾#

𝜎 = ℎ, 𝑠 : = ℎ, 𝑥ℎ + 𝑦𝑀2

DH Message
>𝑀:= (𝑀#, 𝑀&)

𝑀# ≠ 1𝔾( , ℎ ≠ 1𝔾( , 𝑠 ∈ 𝔾#, 𝑀$ ∈ 𝔾$

𝑒 𝑀#, 𝐺$ = 𝑒 ℎ,𝑀$
𝑒 ℎ, 𝑥 $ 𝑒 𝑀#, 𝑦 $ = 𝑒 𝑠, 𝐺$

Verify

KeyGen 𝑠𝑘 ≔ 𝑥, 𝑦 ←
$
ℤ?∗

"
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Our proposed TSPS: The first TSPS [CKPSS23]

𝑠𝑘 ≔ 𝑥, 𝑦 ←
$
ℤ&∗ 𝑠𝑘# ≔ 𝑥#, 𝑦# 𝑠𝑘$ ≔ 𝑥$, 𝑦$ 𝑠𝑘( ≔ 𝑥(, 𝑦(Dealer (or DKG)

𝜎 = ℎ,&
!∈"

𝐿!" 0 𝑠! = ℎ, 𝑥ℎ + 𝑦𝑀# , ∀ 𝑇 ≥ 𝑡
Combine
Signature

𝑣𝑘 ≔ 𝑥 $, 𝑦 $

iDH Message
𝑀 = (𝑖𝑑,𝑀!, 𝑀") Random Basis

ℎ
Hash-to-Curve 
𝐻 . : ℐ𝒟 → 𝔾#

Partial 
Signing

Key 
Generation

𝜎A = ℎ, 𝑠A : = ℎ, 𝑥Aℎ + 𝑦A𝑀2
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≈𝐺*+,𝒜./0 κ ≈ ≈

𝐦∗ is fresh

Security Notions: EUF-CMA
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≈≈

Security Notions: Bellare et al. [BCK+22]
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≈≈

Security Notions: Bellare et al. [BCK+22]
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≈

Security Notions: Bellare et al. [BCK+22]
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Supplementary Notations:

is called a matrix distribution. It produces matrices from ℤ%ℓ×3 of full rank 𝑘. W.l.o.g. we let the first 𝑘 rows of 

forms an invertible matrix. When ℓ = 𝑘 + 1, we refer to the distribution as       𝐀 ←

= 𝐀𝐁 𝐓 ∈ 𝔾5
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Matrix Assumptions:
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Matrix Assumptions:
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Verify

Signing

Key 
Generation

Kiltz, Pan and Wee SPS [KPW15]: 

𝜎# ≔

𝜎& ≔

𝜎' ≔

𝜎6 ≔
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Verify

Signing

Key 
Generation

Modified KPW15:

𝜎# ≔

𝜎& ≔

𝜎' ≔

𝜎6 ≔

Setup
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We start from a SPS proposed by Kiltz et al. [KPW15], where the first and second signature components 
are as follows:

We slightly modify the scheme such that the tag 𝜏 is obtained from a collision-resistant hash function.

Finally, the partial signature is defined 
as: 

TSPS Under Standard Assumptions: adp-T-UF-1 [MMSST24]



/63 COSIC (Computer Security and Industrial Cryptography group) 44

Application: Anonymous Credentials [Cha84]

User

Date of Birth:
20.09.2000

Valid till:
30.03.2024

ID No.
********

Name:
Jasmin 

Issuer
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Application: Threshold-Issuance Anonymous Credential systems [SAB+19]

User

Date of Birth:
20.09.2000

Valid till:
30.03.2024

ID No.
********

Name:
Jasmin 

Issuers
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Application: Threshold-Issuance Anonymous Credential systems [SAB+19]

User

Date of Birth:
20.09.2000

Valid till:
30.03.2024
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********

Name:
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Issuers
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Application: Threshold-Issuance Anonymous Credential systems [SAB+19]

User

Date of Birth:
20.09.2000

Valid till:
30.03.2024

ID No.
********

Name:
Jasmin 

Issuers
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Application: Threshold-Issuance Anonymous Credential systems [SAB+19]

User

Date of Birth:
20.09.2000

Valid till:
30.03.2024

ID No.
********

Name:
Jasmin 

Credential

Issuers
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Application: Threshold-Issuance Anonymous Credential systems [SAB+19]

User

Verifiers

Date of Birth:
20.09.2000

Valid till:
30.03.2024

ID No.
********

Name:
Jasmin 

Credential

Issuers
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Application: Threshold-Issuance Anonymous Credential systems [SAB+19]

User

Verifiers

I have the knowledge of 
a valid Signature from a 

quorum of issuers on 
these attributes.

Date of Birth:
20.09.2000

Valid till:
30.03.2024

ID No.
********

Name:
Jasmin 

Credential

Issuers
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Application: Threshold-Issuance Anonymous Credential systems [SAB+19]

User

Verifiers

Date of Birth:
20.09.2000

Valid till:
30.03.2024

ID No.
********

Name:
Jasmin 

Credential

Issuers
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Conclusion and Open questions:
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Potential open questions and subsequent works:
1) Achieve a TSPS as efficient as the initial work while as secure as the latter TSPS.
2) Extend NI-TSPS to NI-TSPS on Equivalence-Classes [2024/625].
3) How we can achieve Accountable NI-TSPS.
4) Tightly secure TSPS.

Conclusion:
• Threshold signatures tolerate some fraction of of corrupted signers.
• SPS enable a modular framework to design complex systems more efficiently.
• No Threshold SPS exists.
• The first (Non-Interactive) TSPS over indexed Diffie-Hellman message spaces.
• A TSPS based on standard assumptions.
• We discussed TIAC as a primary application of this scheme. 
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The illustrations are credited to Disneyclips.
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