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(Non-Interactive) Threshold Signatures: To Tolerate Some Fraction of Corrupt Signers
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BLS signature [BLS04]: A simple not one-time NI-TS over bilinear groups*

Key
Generation

'Y (o ¥
é!&xrvw-!l'i ).,

sk = xiZ;; j vk = [x],

* (Type-Ill) Bilinear Groups: 4 Sourceiriu/pf'/Target group
* There exists an efficient map e: G; XG, — Gr:

- Bilinearity: e([x];, [],) = [xy]r, Vx,y €1,
* Non-degenerate: e(G,, G;) # 1g,.

h G]_=<Gl>,(G12=<G2 >,(GIT=<6 Gl,G2)>
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BLS signature [BLS04]: A simple not one-time NI-TS

Key $
Generation | sk =x« Z;; vk = [x]z
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BLS signature [BLS04]: A simple not one-time NI-TS
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Threshold BLS signature [Bol03]: A simple example of NI-TS

$
sk = x « 7 Trusted Dealer or DKG
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Threshold BLS signature [Bol03]: A simple example of NI-TS

Hash-to-curve
H():{0,1}" - G, H(@ )
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Threshold BLS signature [Bol03]: A simple example of NI-TS
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Structure-Preserving Signatures [AFG+10]: To Preserve an Algebraic Structure Over Bilinear Groups

74 To verify a signature of this type only do:
O ¢ | DK > memb e
—

* membership tests
—_/
e o [ B4
vy €E G VG
§ Source group elements of either G, or @ %/ A 1 2

¢ pairing product equations

e(DA, o de([EH]. 62) = 16,

BLS is not
a SPS!

No Non-Li Hash Functions

A general framework for efficient generic constructions of cryptographic primitives over bilinear groups.
1. Groth-Sahai [GS08] proof system friendly
» Straight-line extraction.
» Standard Model.
» Applications: group signatures, blind signatures, etc.
2. Enabling Modular Design in complex systems
» Makes easy to combine building blocks.
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Our Main Objective and Technical Challenges:

gThere is NO Threshold Structure-Preserving Signature Scheme (TSPS). ‘@7

\ L Non-Interactive and not one-time TSPS.'T

Partial  {3b

Signing Key ™

Partial Signing

Randomness

} <. | .SanTeSr.)ate. - Y
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Technical Challenges: Forbidden Operations in Partial Signatures

An SPS is said threshold friendly, if it avoids

0 Randomness or secret share inverse:

all these non-linear operations.

9 Randomness and secret share multiplication:

(@)

(1/€)

e Powers of secret share or randomness:
-

oy,
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Treasure map: To look for a Non-Interactive TSPS

Train Junqu'ol:h-’l’op’d Europe | <- Three trains to reach

Bus . i, A
Gondola e . .\\. “ ’ 1 | W 4 Sd‘“thom -1 tl'lln, 1 bl.ls,
N ’ I | and 4 gondolas to reach

v s 2 @Y R

Pfinstegg -1t

Structure-Preserving Signatures

Threshold Signatures
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Structure-Preserving Signatures: Some Candidates
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Some Existing Threshold Signatures:
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SPS Impossibility Results [AGHO11]:

0 No unilateral SPS (respectively TSPS) exists!*
» Both message and Signature components belong to the same
source group.

e No SPS with signature of fewer than 3 group elements exists!*

Ghadafi [Ghal6] has shown both these impossibility results are possible over
Diffie-Hellman message space.

(M, My): e(Gy, M3) = e(My, G, )
i.e, 3m € Zy,:dlogg, (M) = dlogg,(M;) = m
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SPS Impossibility Results [AGHO11]:

0 No unilateral SPS (respectively TSPS) exists!*
» Both message and Signature components belong to the same source group.

e No SPS with signature of fewer than 3-greup-elements exists!*

2 group elements

9 No SPS with fewer than 2 pairing product equations to be verified exists!

Ghadafi [Ghal6] has shown both these impossibility results are possible over
Diffie-Hellman message space.

(My, M): e(Gy, M) = e(My, G, )
i.e, 3m € Zy,:dlogg, (M) = dlogg,(M;) = m
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Indexed Diffie-Hellman Message Spaces:

Indexed Diffie-Hellman (iDH) message spaces:
(ld, Ml, Mz): e(H(ld), Mz) — e(Ml, Gz)
l.e., Am € Zy:dlogyq)(M1) = dlogs,(M;) =m

i .
A bijective @ TR e(M, Gy)
Function m r’fr/ 77 2
( — 164 G & ) A
| , ‘ 4
e.g. commitmenf \g_ H() ¢ * ’ .
LN s
| pair
- e(H(), @) Target Group G
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Our proposed message-indexed SPS (iSPS): A Threshold-Friendly SPS

— W — E

iIDH Message Hash-to-Curve Random Basis
M:(ld;erMZ) H()jﬂ_)(Gl hEGl

_ M; # 1g,,h # 1g,,s € G, M, € G, , ,
——— " Verify > e
DH Message e(My,G,) = e(h,M,) “
M:= (MliMZ) e(h; [x]Z )e(Mli [)’]2 ) — e(S’ GZ)
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Our proposed TSPS: The first TSPS [CKPSS23]

Key
Generation

vk = ([x], [¥]2)

T _/ artia
oy — e =

£
>
a ,;&9
| M
»
E
|
—
>
P4 $

= B
| & B o
A;D=H(?geﬁla%) Hash-to-Curve Random Basis ) g; = (h,s;):= (h,xih + y;M;)
Y H(.):9D - G, h
Combine =
i‘_?/ o= (hz L; (0)s; ) = (h,xh + yM,),V |T| > t
' (€T
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Security Notions: EUF-CMA

G534 (1)

pp < Setup(1”¥)

(vk, sk )  KeyGen(pp )

(m*], 5+ ) A7 0 ( vk )
return (Verify(pp,vk, [m*], %) A [m*] is fresh

0 5¥(_[m))

Assert ([m] € M )

Y« Sign(pp,sk , [m])

return (X')
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Security Notions: Bellare et al. [BCK+22]

1GIY(R) |,
pp < Setup(1”¥)
(n,t, CS, sto) < A(pp)
HS :=[1,n] \ CS
(vk, {ski}ic(1,n] {Vki}tic[1,n)) < KeyGen(pp,n,t)
" " oPSign .
([m*], X*,sty) + A ¢ (sto, vk, {ski }iecs, {VKi}ic[1,n])
return (Verify(pp,vk, [m*], X*) A |CS| <t A

O i, [m):

Assert ([m] € M A i € HS)

X; < ParSign(pp, sk;, [m])
S1(m]) <= S1(fm]) U {}

return (X))
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Security Notions: Bellare et al. [BCK+22]

Grsa ' (k)

pp < Setup(1”)
(n,t,CS,stg) < A(pp)

HS :=[1,n] \ CS

(vk, {Ski}ie[l,n]> {Vki}ie[l,n]) < KeyGen(pp, n,t)

(jm*], 5%, sty) « A O (sto, vk, {sk: }iccs, {vki bicrn)
return (Verify(pp,vk, [m*], X*) A |CS| <t A

[S1((m*])[ <t —|CS]

~—
N—"

O i, [m):

Assert ([m] € M A i € HS)

X; < ParSign(pp, sk;, [m])
S1(m]) <= S1(fm]) U {}

return (X))
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Security Notions: Bellare et al. [BCK+22]

r—-——=-—-——-—=-=-=- == 1
dp-TS-UF- abEnoME.
:G?I'SF:A O("’"’) " G?FSP,-A or 1(""")

Lo - |

pp < Setup(1”)
(n,t, CS, sto) < A(pp)
HS := [1,n] \ CS
(Vka {Ski}ie[l,n]7 {Vki}ie[l,n]) <~ KeyGen(pp7 n, t)

" " OPSign(.)’ OCorrupt(_)
([m ]7 o) 7St1) — A (St07 Vka {Sk'é}iECS7 {Vki}’iE[l,n])
return (Verify(pp,vk, [m*], X*) A |CS| <t A

($1(fm*]) =01 v [|S:i((m])] <t —[CS[))

OPSign (i, [m]) Ocom"pt(k):

Assert (m] e M A i€ HS)| if k€ CS:

X; < ParSign(pp, sk;, [m]) return L

if X, # L1: else : CS + CSU{k}
S1(lm]) < S1([m]) U {4} HS < HS\ {k}

return (X)) return (sky)
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Supplementary Notations:

a11Gr o 01 Gy B1,1G2 -+ Bi1nGo
//0421(31 O‘Z,nGl\ (ﬁ2,1G2 ﬁz,nGz\\

e([A]1,[Bl2) = e = [AB]y € Gr

\ \Oém,.l Gl e Olm,.nGl/ \,Bm,.l G2 . ,Bm,nGQ) )

Dy i is called a matrix distribution. It produces matrices from Zf;Xk of full rank k. W.l.o.g. we let the first k rows of

A« De,k forms an invertible matrix. When ¢ = k + 1, we refer to the distribution as Dk

Example . As a simple example, let £k = 3 and ¢ = 4, meaning the
matrix A has 4 rows and 3 columns. Given k£ = 3, £ = 4, and a finite
field of prime order p, a possible matrix A could be:

N OO -
w o = O
_ = O O
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Matrix Assumptions:

Decisional Diffie-Hellman Assumption

Ad’UElDH(K,) = |€1 —E()l S I/(K,).

T,Y,2 <3 Ly

ep = PrlA(|z]; [y], |[zy + Bz]) = 1]

Dy x-Matrix Decisional Diffie-Hellman (Dy -MDDH)

A <5 Dy ,r +$ ZE, u <5 Z¢

AdvpPPE. (k) = |ex — eo| < v(k) ep := Pr[A(BG, [Al¢, [Ar + Bu]¢) = 1]

Di-Kernel Matrix Diffie-Hellman (Dy-KerMDH)

AdvKeMPH, (1) = Pr[c € orth(A) | [c]s_¢ « A(BG, [Al))] < v(k)

A s Dyp

¢ ={1,2}

COSIC (Computer Security and Industrial Cryptography group)
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Matrix Assumptions:

Di-Kernel Matrix Diffie-Hellman (Dy-KerMDH) A s Dy,
Advp 5274 (k) = Prc € orth(A) | [c]s—¢ < A(BG, [A]())] < (k) ¢={12}

Example . As an example for the Dy-KerMDH assumption, let the
random matrix A € Zf’,’d be defined as follows:

ai 0
A = 0 as 5
1 1

where a1, az <$Z;. Given [A], i.e.,

la1]e 0
[Ale=|( 0 [a2¢] ,
[ [l

it is computationally hard to find [c]s_¢, where ¢ := (¢c1 ¢z ¢3) # 0,
such that,

a1 0
(Cl Co C3) c 0 a9 = (a161 SC3 NS Co C3) =0-
1 1
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Kiltz, Pan and Wee SPS [KPW15]:

Key A,B s Dy
Generation | K ¢ Z{+D*(k+D)

U,V s Z}()k—(—l)x(k+1) -

40 £,
I8 v 5 .,

(K, [B'U],,[B'V],,[B],) j ([Aly,[UA], [VA]y, [KA]y)

01 = (1 mT)]lK - rT [BT(U + TV)]l c Gix(k+1)

___7/ 0, = [FTBT]; €G***Y
S: 03 = -rTBTﬁ'] EGix(k—i_l)

:'r] 5 € Go

1

e(o1,[A]y) =e ([(1 mT)]1 ) [KA]z) e(o2,[UA],) e(o3,[VA],)

e(02,04) = e(03, G2)
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Modified KPW15:

(Bg’ [A]z ) [UA]z ) [VA]z ’ [BTU] 17 [BTV] 17 [B]l)

|
Cp
oo
]
S
)

Key
Generation

op=[(1 m")],K+r' [BT(U——I—TV)]1 1

L o= B, ot
7/

03 = :rTBT%] € Gix(k-l_l)

1

\ 0s = [T, € G2

e(01,[Aly) =e ([(1 mT)]1 ’ [KA]z) e(oz2,[UA],) e(o3,[VA],)

6(0’2, 0'4) = 6(0’3, G2)
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TSPS Under Standard Assumptions: adp-T-UF-1 [MMSST24]

We start from a SPS proposed by Kiltz et al. [KPW15], where the first and second signature components
are as follows:

randomized PRF

KPW15 : (01,09) := | [(1 mT)]IKJ+;T [BT(U +7-V)],,[r"BT],

A -

SP-OTS
We slightly modify the scheme such that the tag 7 is obtained from a collision-resistant hash function.

(01,00) = ([(LmT)], Ki+-x; [BY(U+7-V)],,[r/B'],)

Finally, the partial signature is defined 1: T; + ZF.
as. 2: 7 :=H([m],).
3: Output Y; := (01,09,03,04) s.t.
4: 01 = -(1 mT)]l K;+r] [B'(U+7V)],,
o2 :=[r;B'] ,
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Application: Anonymous Credentials [Cha84]

% ™

;;;;;
i

Issuer

Name;
= Jasmin
Date of Birth:
= 20.09.2000
Valid till:
= 30.03.2024 |
' 9=% D No.
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Application: Threshold-Issuance Anonymous Credential systems [SAB+19]

Issuers

Name;
Jasmin

Date of Birth:

20.09.2000

Valid till

30.03.2024 |
=% D No.

*kkkkkkk

B
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Application: Threshold-Issuance Anonymous Credential systems [SAB+19]

Issuers

Name;
Jasmin

Date of Birth:

20.09.2000

Valid till

30.03.2024 |
=% D No.

*kkkkkkk

B
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Application: Threshold-Issuance Anonymous Credential systems [SAB+19]

Issuers

5? Name:
— Jasmin
Date of Birthf{
= 20.09.2000 :
Valid till:
= 30.03.2024 |
" ”_E_ ID No.
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Application: Threshold-Issuance Anonymous Credential systems [SAB+19]

Issuers

5? Name: *
&= Jasmin

Date of Birth: ?f/

- 20.09.2000 | ||
Valid til: | ¢ redential
30.03.2024

=2 IDNo.
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Application: Threshold-Issuance Anonymous Credential systems [SAB+19]

©

5? Name: *
&= Jasmin

Date of Birth: ?f/

20.09.2000 ¢ <7A.
B9 | Credentia
B DN |
Verifiers

--------------------------------------
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Application: Threshold-Issuance Anonymous Credential systems [SAB+19]

©

Issuers

52’ Name: *
== Jasmin

Date of Birth: =___:/

20.09.2000 |

| have the knowledge of

Valid till: 4 cragential -
30.03.2024 | a valid Signature from a
= ID No. qguorum of issuers on n
= A these attributes. Verifiers

________________________________________
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Application: Threshold-Issuance Anonymous Credential systems [SAB+19]

©

Issuers

5? Name: *
&= Jasmin

Date of Birth: ?f/

20.09.2000 | |5
38/?)"3d;g|24 | Credential
- G_E_ ID No. I
Verifiers

--------------------------------------
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Conclusion and Open questions:

Conclusion:

 Threshold signatures tolerate some fraction of of corrupted signers.

 SPS enable a modular framework to design complex systems more efficiently.
* No Threshold SPS exists.

 The first (Non-Interactive) TSPS over indexed Diffie-Hellman message spaces.
e A TSPS based on standard assumptions.

e We discussed TIAC as a primary application of this scheme.

Potential open questions and subsequent works:

1) Achieve a TSPS as efficient as the initial work while as secure as the latter TSPS.
) Extend NI-TSPS to NI-TSPS on Equivalence-Classes [2024/625].

3) How we can achieve Accountable NI-TSPS.

) Tightly secure TSPS.
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The illustrations are credited to Disneyclips.
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