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Outline:

* Problem Statement

» Lack of privacy in the 1st generation of cryptocurrencies.
» Lack of accountability in the 2" generation of cryptocurrencies.

« Accountable Privacy and Existing Solutions Easy: 23 Slides

* Fine-grained Privacy Balancing

« Prevention vs Detection Semi-hard: 5 slides

« UL-PCS . Needs background: 2 slides

» Generic Construction
» Applications: Accountable Decentralized Anonymous Payment (DAP) systems
* Benchmarks

 Open questions and ongoing projects
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Main Actors:

Jasmin Genie Aladdin Jafar
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Motivation: UTxO-based cryptocurrencies i
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Motivation: UTxO-based cryptocurrencies




Pseudonymity # Anonymity

The PID of the payee and payer and the value in Bitcoin are publicly available!!

If CUHK pays employee in Bitcoin?! All salaries are visible

Distributed anonymous payments (DAP).

The identity and the values are hidden.

Such cryptocurrencies can be used in an illegal context
« Tax evasion

Ransomware

Drug trafficking
 Terrorist funding
* efc.
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Privacy vs Accountability: In theory

Privacy
* Users willing a fully private systems

* No traceability
* Unlinkability

Auditability
* To prevent possible illicit activities
* To trace the suspicious actions




Privacy vs Accountability: In practice
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its creation in 2019.”




Some Existing Solutions:

0 Public Key Encryption:
* A central auditor can open the details of suspicious tnx.

e |f Jafar be the auditor then he can see all tnx details.

e Threshold Encryption:
 The majority of auditors can open the details of suspicious tnx.

e If Jafar and his friends be the auditors then they can see all tnx details.

1- Prevention is better than cure!
2- How an auditor can be suspicious to a fully anonymous tnx?!
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Prevention vs. Detection:

We are interested in:
Prevention rather than Detection
Joint policy
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Possible solution for UTxO-based systems:
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Some Possible Solutions:

1 2 3 4,

Unforgeability P/A-based Joint policy S/R privacy

Digital Signatures + G ® ®
Attribute-based Signatures + + - ®
Policy-based Signatures + + +
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Policy-Complaint Signatures [BMW21]:

Signing

a

Verify




PCS: Is this compatible with PP-Cryptocurrencies?

Correctness

Unforgeability
Attribute-Hiding

IF we want to remove the links then the users must be
able to update their keys!

We need an extra algorithm called KeyRand(.)

[
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Unlinkable Policy-Complaint Signatures: Syntax




Unlinkable PCS: Architecture
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Main Ingredients:

Predicate-Only

Digital Signatures Predicate Encryptions

o- -0
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Pseudo-Random Functions Zero-Knowledge proofs
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Structure-Preserving Cryptography [AFG+10]:

* A general framework for efficient generic constructions of cryptographic primitives
over bilinear groups*.

o Groth-Sahai [GS08] proof system friendly
» Straight-line extraction.

» Standard Model.
» Applications: group signatures, blind signatures, etc.

Enabling Modular Design in complex systems
» Makes easy to combine building blocks.




Structure-Preserving Signatures [AFG+10]:
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Private-Key Predicate-Encryptions [KSWO07]:

/ & (L5 (msk, mpk) «Setup(F) \
% skr <KeyGen(msk, F)
mpk =~y
©) mS &
(cty)
\ cty «<Enc(msk,x) F(x) «Dec(skp,cty) /

cty <Enc(mpk,x)
= Correctness: The decryption of a correctly generated ciphertext based on x returns F(x).

Attribute-Hiding: Ciphertext does not reveal any information about attribute sets x
Inner-Product functionality: F(x,y) = ), x;y;

Predicate-Only Predicate-Encryptions
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Pseudo-Random Functions (PRF):




NIZKs [GMR89]

(CRS, Ext-TD, Sim-TD) «Setup(1%)

ﬁ /at proof) .

\ proof «Prove(CRS, stat, witness)

{1, 0} <—Ver1fy(CRS stat, prooy

= Completeness: honest P always will convince the honest V
= Zero-Knowledge (ZK): dishonest V only gets to know that the statement is true.

Knowledge Soundness: dishonest P cannot convince honest V, unless she knows some secret “wit”

Sim (stat, Sim-TD) — proof’ =, proof




Our Generic Construction:

/1 a CRSRand < NIZK .Setup(1%) I
/k <—PRF.KeyGen(1%) N CRSsign < NIZK . Setup(lx)
(sksig, Vksig) < DS.Setup(1*) (mpkpg, mskpg) « PE.Setup(1)

skr < PE.KeyGen(mskpg, f;) (skA_ viA ) < DS. Setup(1*) / ctrectr+1
A T IDy;, < PRF.Eval(k, ctr)

1 . ctr
Osig < DS. Sign (Sksig» (k, X)) PRF setup
ctr ctr A
0%, < DS.Sign (Skég» (k, Vksig)) - /| (sksig vksig) < DS. Setup(1%)

— — DS S Sk . kCFr, ID
O_gig « DS.Sign (Ské\ig» (k, Skfx)) (pko, sky) < ReRand(usk, —1) : Octr 1gn( sig (v o Ctr))

ctoer < PE.Enc(mpkpg, X)
. 1 2 3 ctr PE,
Qk = (k, sk, X, 05ig, Ogig, Gy Q& NIZK, . Prove(wit, ins;)

/If NIZKLl Verify(insr, T[ctr) = 1: \ Return (pkctrt Skctr)
IDg «<PRF.Eval(k,ctr)

If ct.¢r < PE. Dec(skfx, ctR) = 1l

s < NIZK . Prove(witg, insg)

\_ /
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NIZK Relations: .

Language £, Language L,

wit, Relations witg Relations
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An Instantiation of Generic construction:

1. Digital Signatures
 BLSsignatures [BLS04] when message and signatures are public, else
e Selectively Randomizable SPS and SPS-EQ in [FHS19]
 Constant signature size (3 base group elements)
* Groth-Sahai [GS08] proof system friendly
2. Predicate-Only Predicate Encryptions
e Okamoto-Takashima [0OT12]
* Policy: Inner-products predicate functionalities
3. Pseudo-Random functions
 Dodis-Yampolsky PRF [DYO05]
4. NIZK
e Sigma protocols [Sch89]: when the scalar is known
e Groth-Sahai [GS08] proof systems: when all witnesses are group elements (batched
version from ACM CCS’2017 [HHK+17])

o BuIIetiroof ranie-iroofs |BBP+18|



Privacy is expensive?!

Ubuntu 20.04.2 LTS
an Intel Core i7-9850H CPU @ 2.60 GHz
with 16 GB of memory

Charm-Crypto framework
Barreto-Naehrig asymmetric curve
BN254
with embedding degree 12
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How the policies can be defined? IP vs. Role-based

F:[ng]x[ng] —{0,1}
F(x,y) = 10,1}

F:SXR — {0,1}
F(x,y) = 2 Xi Y

P1 P2 P3 P4
Xpy: Xp1- Xp4: -
“Austrian” "HK” “Japanese” 0 i 1 :
“Prof.” “Prof.” “PostDoc” P2 fl 0 0 1
‘Age>?"  "Age>?” “‘Age<?” P3
P1 P2 P3 P4 I I I I
P4
Xp3: P1 g 1 1 0 1 0 il
Iranian Role-based Access control

::PhD” » P2 I I I
Age>?

L 1 1 1 F:SAR - {0,1)
11 1 y F(x,y) = S(x) AR(y)

Fine-grained policies UL-PCS with separable policies
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Benchmarks: Role-based and Separate Policies i

Secret Key Size Signing Time
10 y 2.2 ghing
—Q— RBAC ul-PCS —Q— RBAC ul-PCS
—® - ul-PCS with SP 2071 —@= yl-PCS with SP
8 -4
1.8
g 6 - 1.6
>
2 T 14
v £
n 4 F12-
1.0
2
- —— B & —B— B - — RSP Sy g gy ————
O T T T T T 0.6 T T T T T
0 10 20 30 40 50 0 10 20 30 40 50
Number of Attributes/Roles Number of Attributes/Roles

KeyGen RandKey  Verify pk size o size

ul-PCS, separable policies 490 480 1020 28 14.5

i ‘ Scheme time (ms) time (ms) time (ms) (kbytes) (kbytes)
= | ul-PCS, role-based 750 550 1630 28 16




There is space for further improvements:

Elllpth ] M1 E1 M2 E2 MT ET P
Library

CUI‘VG time time time time time time time

BN-254 Charm-Crypto 3.3 us 0.9 ms 7.1 us 1.6 ms 21.4 us 4.8 ms 18.5 ms

BN-256 bplib 38us 03ms 6pus 1ms 3us 2.3ms 2.74 ms




Conclusion:

1. We talked the importance of accountable anonymous.
The existing challenges and possible solutions.

We overviewed the syntax of unlinkable PCS.

We discussed their applications and main building blocks.

We talked about two more efficient instantiation than the generic model.

AN

We discussed the complexity of the proposed solutions.
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Potential open questions and subsequent works:

 Minimize the needed trust to the central issuer.

* Design more efficient PO-PE = more
efficient generic construction.

Qg » Take a different approach with the same

) ‘ security properties.
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